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Abstract – The need for secure communication keeps increasing in a world in which small connected “things” will outnumber the world population within 2 years (Gartner, Nov. 2015).
The challenges raised by this need are particularly acute when
objects are readily accessible to an adversary: in this context,
security is not only an algorithmic problem, but also a physical
problem as devices may leak sensitive information through their
power consumption or electromagnetic radiations.
In this research, we investigate the design of authentication
and encryption schemes that are both efficient and leakageresilient, in the sense that security can be maintained even if
a device continuously leaks information about its internal state.
We develop new security models that account for information
leakages, and propose new block-cipher based constructions
that cause a marginal cost compared to non-leakage-resilient
constructions. Finally, we prove the security of our constructions
based on traditional assumptions on block-ciphers and on the
possibility to simulate leakages, an empirically verifiable property of a device.

then expanded using a leakage-resilient stream-cipher whose output
is xored with the message blocks.
A natural direction for future works consists in addressing the
challenge of building authenticated encryption schemes with associated data (AEAD) that would be both misuse-resistant and
leakage-resilient.

Figure 1: Leakage-resilient MAC.

Leakage-resilient cryptosystems aim to maintain security in situations where their implementation leaks physical information about
their internal secrets. Because of their efficiency and usability on
a wide range of platforms, solutions based on symmetric primitives
(such as block ciphers) are particularly attractive in this context.
So far, the literature has mostly focused on the design of leakageresilient pseudorandom objects (e.g. PRGs, PRFs, PRPs). We now
consider the complementary and practically important problem of
Figure 2: Leakage-resilient encryption scheme.
designing secure authentication and encryption schemes. For this
purpose, we follow a pragmatic approach based on the advantages
and limitations of existing leakage-resilient pseudorandom objects,
and rely on the (arguably necessary, yet minimal) use of a leak-free
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a unique initialization vector (IV ), and then keeps updating this
one-time key with each message block, instead of reusing the same
key in each round, hence reducing the amount of information that
can be collected about the secret state.
For encryption, we additionally provide a detailed discussion of
why previously proposed (indistinguishability based) security definitions cannot capture actual side-channel attacks, and suggest a
relaxed and more realistic way to quantify leakage-resilience in this
case, by reducing the security of many iterations of the primitive to
the security of a single iteration, independent of the security notion
guaranteed by this single iteration (that remains hard to define).
Our encryption scheme, illustrated in Figure 1, is also based on a
leak-free initialization step that produces a one-time key, which is
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